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General Data Protection Regulation (GDPR)
Members briefing – January 2018
GDPR is one part of a major change in data protection legislation that replaces the Data 
Protection Act 1998 on the 25th May 2018 (please see Appendix 1 for details on the accompanying 
Data Protection Bill). Under the current legislation we have been able to prove compliance and 
have not been fined. GDPR is an EU regulation, and updates data protection legislation to reflect 
the way organisations are now collecting and using personal data.  It has been confirmed by the 
government that the content of the GDPR will be reflected in domestic data legislation after Brexit.  
There are a number of changes that the council needs to consider when using personal data:

GDPR key changes
1. Data Protection Officer and Privacy by Design 

It is a requirement for the council to appoint/allocate a statutory role of Data Protection 
Officer (DPO).  There are certain conditions around the post and the DPO must have 
sufficient resources to be able to be involved in all issues in relation to personal data, such 
as projects, process and service design, ensuring data privacy is considered throughout.

2. Compliance and Accountability
The Information Commissioner’s Office (ICO) will have the power to demand that the 
council proves compliance with GDPR at any time.  If we are unable to evidence 
compliance then the ICO may carry out a further investigation even though we may not 
have caused a breach to occur.

3. Contracts and liability 
The relationships between the council and our providers and partner organisations are now 
more complicated.  Existing contracts and sharing agreements need to be updated to 
reflect the changes within the legislation.

4. Security Incidents and Fines
There is now a requirement to report certain security breaches to the ICO within 72 hours of 
the council becoming aware of them.  In addition, we may need to inform the individuals 
affected by the breach. The fine for a breach increases from a max of £500k to £17million.

5. Rights of Individuals
There are new rights for individuals, including the right to request that the data the council 
holds about them is erased (more widely known as the ‘right to be forgotten’), corrected or 
restricted (i.e. locked from access). There is also a reduction in the time that the council has 
to respond to subject access requests from 40 days to 1 month.

As well as these key changes there are a number of technical revisions, such as stricter rules 
around consent, why and how we use personal data, and ensuring that the systems we hold that 
personal data on are compliant with the legislation.
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How we have responded to the key changes
1. Data Protection Officer and Privacy by Design

The council has allocated the role of DPO to the Information Management Service (IMS) 
Manager.  Jane Burns continues to be the Senior Information Risk Owner and Chief 
Information Officer.  We have reviewed the way we support the rest of the council. A 
proposal for additional resources to meet the new requirements is included in the council’s 
draft budget for 2018/19. 

2. Compliance and Accountability
We will be updating all data protection related policies in advance of the deadline.  We are 
also improving the systems and processes we manage to better allow us to understand the 
personal data the council holds, and audit the risks to that information.

3. Contracts and liability
We have developed guidance, based on ICO recommendations, for contract owners to 
implement to ensure new and current contracts are legally compliance with GDPR.

4. Security Incidents and Fines
We have reviewed our breach reporting procedures to ensure that the council is able to 
investigate security breaches and, if necessary, report them to the ICO within 72 hours.  

5. Rights of Individuals
We are raising awareness amongst staff of the new rights of individuals and the process for 
handling these requests.  We have reviewed our procedures and systems to ensure we can 
handle these rights requests within the reduced timescale.  

Next steps – what we aim to have done by the 25th May
1. Pilot a Privacy by Design process

Have in place a new privacy impact assessment which will allow senior staff to identify, 
assess and record what privacy risks exist to the personal data they’re responsible for.

2. Ensure Compliance
Have in place all tools, such as privacy notices, that allow the council to prove compliance.  
We will have worked to ICO guidance on how to best prove compliance.

3. Ensure all contracts and agreements are updated
Working with colleagues, we aim to ensure that all relevant contracts and agreements with 
providers are fully compliant with GDPR.

4. Test the new security breach process
Testing of the new security breach process will have taken place to ensure that incidents 
can be investigated and, if necessary, reported within the timescales required by GDPR. 

5. Raise awareness with staff
We will have hosted additional awareness sessions and distributed additional 
communications on the specific requirements of GDPR.  We intend to raise awareness with 
members in general following this session.  In addition we will have liaised with schools and 
providers about the new requirements.


